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ADOT

Authorized Third Party VPN Migration Guide

1. Vendor orders equipment from specification sheet (Appendix A) attached.

Note: please do not adjust the default settings on the Juniper SSG5. ADOT will provide the
necessary configuration prior to conversion.

2. Vendor/Company must order Internet Service with required specifications. Please view
Appendix A: Authorized Third Party Internet Specifications for detailed requirements.

e NOTE: The Internet Service must be delivered via a static, routable IP address and NOT
DHCP. It is imperative that this requirement is met to avoid future problems with
connectivity to ADOT’s network.

3. Vendor/Company provides the attached Master Information Sheet (MIS) (Appendix B) to the
Internet Service Provider (ISP) to complete the section titled: INTERNET/WAN INFORMATION.
The rest of the form need not be filled at this time.

*** We highly recommend you call the ISP and verify the assigned IP addresses are correct
prior to conversion.

4. Vendor/Company receives the MIS back from the ISP and submits it to the Title & Registration,
Driver License Partnership (TRDLP) two weeks prior to the scheduled conversion date.

e Fax:602-712-3437
e Email: tppc@AZDOT.gov

5. Vendor/Company receives the completed MIS back from ADOT at least one week prior to the
scheduled conversion date. Vendor must verify before the scheduled conversion date, that
Internet service is active and is configured with a static IP address (NOT DHCP).

e NOTE: Ifthe Internet Service is incorrectly provisioned on the day of conversion
and the ADOT network engineer cannot connect to the Juniper SSG5 as a result, the
site conversion will be rescheduled to a later date.

6. On day of conversion:

e Vendor to install and apply initial configuration settings to Juniper SSG5. Follow
instructions in Appendix D: Juniper SSG5 Onsite Setup.

e Contact Carlos Rivera at 602-712-4755 to verify VPN tunnel is up before proceeding.
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e While connected to the existing network configure the JetDirect Box for the new network.
If there are any questions on configuring a JetDirect Box follow Appendix C: HP JetDirect
500x Installation and Configuration.

e Vendor to upgrade all browsers to IE8 only.

7. On same day, while vendor is onsite, ADOT will complete remaining Juniper SSG5 configuration
remotely.

8. Note: DO NOT remove the existing router or disconnect the circuit. These will remain in
place for approximately two weeks as a backup contingency. Please contact Lissa Chavarria
at 602-712-6925 for a copy of the old MIS if needed.

9. Follow steps in Appendix E: Local Area Network Changes.

2|Page v.16



Appendix A:

Authorized Third Party Internet Specifications

Updated: January 2012

NETWORKING EQUIPMENT

Quantity

[tem Description

Part Number

1|Juniper SSG5 with 256 MB Memory, v.92 backup interface

SSG-5-SH-M

1|Juniper J-Care Core Support for SSG-5 (annual maintenance and support must be
purchased up-front and maintained in all subsequent years)

SVC-COR-SSG5

1|Business-class Internet service. Internet must be:

-dedicated to the ADOT network (cannot be shared with other, non-ADOT
computers in your office)

-delivered via copper/UTP R]-45 Ethernet interface

-capable of supporting an IPSec VPN tunnel

-provisioned with a block of publically routable static IP addresses (minimum of 2
static IP addresses)

-capable of upload speed => 512 K and download speed => 1.5 Mb/s

-terminated within 10 ft. of the SSG5 hardware's installation location

Note: Internet service levels vary widely. It is recommended you select a class of
service with the right balance of reliability and cost-effectiveness for your
business.

N/A

EXTRA NETWORKING EQUIPMENT (IF NECESSARY)

devices on the internal network.

equipment, leaving four available for devices.

Netgear Ethernet Hub or switch with appropriate number of ports to support office.
The Juniper SSG5 comes equipped with five, LAN-side, copper/RJ45 Ethernet ports.

If your ADOT ATP network must support more than five network devices (including PC's, DVW's and printers),
you will need to purchase an Ethernet hub or switch equipped with an uplink port, plus enough ports to cover all

Note: Uplinking a hub or switch to the SSG5 will consume one, LAN-side copper/R]45 Ethernet port on the SSG5

CAT 5E or better cabling to connect all networked devices to the SSG5 and
optional Ethernet hub or switch.

N/A
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Appendix B:

—

apotr Authorized Third Partvy Master Information Sheet (MIS)

AUTHORIZED THIRD PARTY PROVIDER INFORMATION

ATP Company Name

ATP Contact Name(s)

Physical Address

Phone Number(s)

Vendor Name & Phone

Vendor Email Address

INTERNET/WAN INFORMATION*

LAN INFORMATION (ADOT USE ONLY)

Service Provider Name

Domain Name

DOT.STATE.AZ

Service Provider Phone #

Subnet Starting IP

Installation Date

Subnet Mask

Cable/xDSL Modem Make
and Model

Default Gateway IP Address

Download Speed

Primary DNS Server IP
Address

Upload Speed

Secondary DNS Server IP
Address

Static IP Addresses at
least two

Primary Wins Server IP
Address

Subnet Mask

Secondary Wins Server IP
Address

Default Gateway IP
Address

DHCP IP Range

DNS IP Addresses (list all)

Static IP Reservation Range

For PCOMM TN3270 configuration, use host name: AZDTMVSA.DOT.STATE.AZ

User ID

Full Name

Email Address

PR
QlE|B|e|o|~N|o|u|s|jw|n|-
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THIS SECTION ADOT USE ONLY

Computer Name

LU Name

PR
BlEBlo|o|~jo|u|s|wn|-

THIS SECTION ADOT USE ONLY

Printer

IP Address

PP
QIEIBlo|jo|~Njo|u|s|wn|-

THIS SECTION ADOT USE ONLY

Prepared by:

Installation Date: Prepared on date:

HEAT #:

Segment #: County Code:

*This section must be completed by the Internet Service Provider while the installer is onsite.
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Appendix C:

HP JetDirect 500X Installation and Configuration
*Note: When typing configuration commands do not include the quotation marks.

Step 1: Update the Firmware to the most current version, please contact the manufacturer for the
latest version.

Step 2: Obtain the current IP address information
A. Place parallel cable from printer into port 1 of the JetDirect box.
B. Press and hold the TEST button on top of the JetDirect box until the STATUS light begins to
blink.
C. This will create a print out of the current JetDirect box settings. Included in the information
will be its IP address.

Step 3: Telnet
A. Open command prompt (CMD).
B. Telnet to the current IP address of the JetDirect box. Type: "telnet xxx.xxx.xxx.Xxxx" then

n_r_n

<ENTER> where "x's" is the ip address.

(Example screenshot below)
S WINDOWS  system32

Czw2>telnet 162.59.86.183

C. Press <ENTER> This will take you to the JetDirect menu
D. Press "/" and <ENTER> to display the current settings.

(Example screenshot below)
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+» Telnet 162.59.86.103

HF JetDirect

Iy
>

E.

F.

G.

leasze type '"?" for HELF, or “~' for current settings
===JetDirect Telnet Configuration===

Firmuware Rewu. .88 .
HAC Address AA:z1A:=83:74:69:Ff3
DHCP

Config By

IP Addre=ss
Subnet Maszk
Default Gateway
Syzlog Server
Idle Timeout
Set Cmnty MHame
Host MName NPI7469F3
Default Get Cmnty : Enahled
SLF Keep Alive H

DHCP Config Enabled

Passwd Dizabled

IPH-SPE Enabled

DLC~LLC Enabled

Ethertalk Enabled

Port[1]1 Banner page : Enabhled <-
Port[2]1 Banner page : Enahbhled
Port[3]1 Banner page : Enahbhled

162_.59 .86.183
255 _255.252 .84
162.59.84.1
Not Specified
78 Seconds
Mot Specified

w

Configure settings to disable unnecessary protocols and options.
(For a complete list of commands available type "?" then <ENTER>).
(Note: in the commands below there are no spaces, and the "0" is a zero).

Type: "dhcp-config:0" then <ENTER>

Type: "ipx/spx:0" then <ENTER>

Type "dlc/llc:0" then <ENTER>

Type "ethertalk:0" then <ENTER>

Type: "port:1" then <ENTER> Type "banner:0" then <ENTER>
Type: "port:2" then <ENTER> Type "banner:0" then <ENTER>
Type: "port:3" then <ENTER> Type "banner:0" then <ENTER>

Ntk wh e

Configure the new JetDirect box IP address information from the MIS

1. Type: "ip:xxx.xxx.xxx.xxX" then <ENTER> (where "x's" are, use IP address info)

2. Type: "subnet-mask:xxx.xxx.xxx.xxx" then <ENTER> (where "x's" are, use IP
address info)
3. Type: "default-gw:xxx.xxx.xxx.xxx" then <ENTER> (where "x's" are, use IP
address info)
Confirm that settings are correct.
1. Type: "/" then <ENTER>
2. Compare IP address information to MIS

(Settings like screenshot below)
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===JetDirect Telnet Configuration===
Firmuare Rev.
MAC Address
Config By

J.A8 .67
AA:18:83:74:67:f3
DHCP

162 .5%.86.1083
255 _255_.252.@
162.5%.84.1
Mot Specified
28 Seconds
Mot Specified

IPF Address
Subnet Mask
Default Gateway
Syslog Server
Idle Timeout
Set Cmnty MHame
Host Hame HPI7469F3
Default Get Cmnty : Enahled
SLP Heep Alive - a

DHCP Config Dizabled

Paszwd Dizabled

IPR./5PH Disahbled

DLC/LLG Dizahled

Ethertalk Dizabled

Port[11 Banner page : Dizahled
Port[2]1 Banner page : Disabled
Port[3]1 Banner page : Dizahled <-

T T T TR TR T

H. Quit and Save Changes
1. Type: "quit" then <ENTER>

Step 4: Verify new settings
1. Press and hold the TEST button on top of the JetDirect box until the STATUS light
begins to blink. This will print out the current settings.

2. Compare the printed page to the MIS to verify settings are correct. If settings are not
correct Telnet back to JetDirect box and adjust accordingly.
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Appendix D:
Juniper SSG5 ONSITE SETUP

1. ADOT will email you the initial Juniper SSG5 configuration file (SSG5-ATP-
PhaselTemplate.v1.txt).

Save this to an external drive so you can copy it onto the workstation you will use to setup the
Juniper SSG5.

Ensure your workstation is set for DHCP.

Power on the Juniper SSG5 device.

Connect your workstation to port 0/6 on the SSG5 using an ethernet cable.
Logon to your workstation and temporarily turn off the proxy gateway.

Go to Start - Settings = Control Panel - Internet Options

Click on Connections tab.

. Click on LAN settings.

10. Remove the checkmark from proxy Server.

N

© 0N U W

Local Area Metwork (LAN) Settings il

r—#wtomatic configuration

Automatic configuration may owverride manual settings, To ensure the
use of manual settings, disable automatic confiquration.

[~ uktomatically detect settings:

[ Use automatic configuration scripk

Address I

~Proxy server

r Use a proxy server For wour LAN (These settings will not apply to
dial-up or WPM connections).

fddress: |gat62 Eart; |8IJBD Adyvanced |

¥ Eypass prowy setvet for local addresses

oK I Cancel |

11. Click OK then OK again.

12. Launch your web browser, enter the IP address 192.168.1.1 in the address bar and hit enter.

13. The Rapid Deployment Wizard will appear (or it may go straight to the login screen, if so skip to
step 15):

14. Select “No, Skip the Wizard and go straight to the WebUI...” and click on Next.
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B Foped Dvpbeymment Witwd - Confijet Fle lead - Macooroft btarmat Exglever ponded by 1007

é\__,.- N 19236811

g Foveres | g [ Songomed Sams = @) Fomend @ Web Sica Gabwry.

) Rnged Dvphoymemt Wiaed -- C onfufet tie tond 5

Rapid Deployment Wizard

Welcoma 10 the Ragid Deployment Wizard.

00 you have  Rapsd Deployment Configiet fla?

® Mo, use the Intial Confguration Wizard instead.
Yos, une thw folowing Rapsd Deployment Configlet file:
Load Conighat from: Becane
Ow.uwmwuuawoo straght to the WeblT management session instead.

a —

15. Type netscreen for Admin Name and Password then click Login.
16. Navigate to and expand Configuration - Update - Config File.

G Juniper

17. Select Merge current configuration.

18. Click on Browse and select the provided configuration file called SSG5-ATP-
PhaselTemplate.v1.txt.

19. Click on Apply.

Upload Configuration to Device

uugem&mc«uﬁguaﬁm

Current Confi

: .. "
New Configuration File ClUsersb9370\Deshopisoratchpac e | Browse.

MDS Hash (Options

Download Configuration from Device

a.
20. The SSG5 will take about 3 minutes to load the new configuration.

21. Repeat steps 7 thru 11 and replace the checkmark under Proxy server for Internet Explorer.
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22. When the initial configuration steps above have been completed, please contact Carlos Rivera at
602-712-4755 so the final configuration may be performed. This step must be done prior to
proceeding with the procedure in Appendix D: Domain Migration.

23. Once the final configuration has been completed and verified by Carlos Rivera, you may migrate
the LAN infrastructure from the existing router to the Juniper SSG5.

Plug in your ISP internet modem to port 0/0 on the Juniper SSG5.

Connect your switch or computers to the Juniper SSG5.

Ports 0/2 thru 0/6 are available in case you do not have a LAN switch.

Reboot all workstations to obtain new internal [P addresses.

24. Call Juniper to activate your support contract for the Juniper SSG5.

11 |Page

Local Area Network (LAN) Settings ﬂ

r—Aukamatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

[ automatically detect settings

™ Use automatic configuration script

Address I

—Proxy server

= Use a proxy server For wour LAN {These settings will not apply to
dial-up or YPM connections),

Address: IgateZ Part; ISDBEI Advanced |

V¥ Bypass proxy server for local addresses

oK I Cancel |

a.
b.
C.
d.
e.

Remember to set static IPs where needed.
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Appendix E:

Local Area Network Changes

Workstations

1. Logonto Windows XP Professional as the local administrator using the password 3Partymvd. If
the password is not currently set to 3Partymvd please change it so that it is.

2. On the desktop, right-click on the My Network Places icon and select Properties.

& Metwork Connections E]@
File Edit WYew Favarites Tools Advanced Help !’;'

. € > ﬁh 7~ Seatch Falders Elv

© Address | & Metwork Connections e a G

|~ L1 1394 Connection 2

Network T (%) ADOT YWireless

L Local Area Connection

Wil Create anew " .
- 19 ireless Network Connection

conneckion
& Change Windows
Firewall settings

kel

See Also

1) Metwork
Troubleshooter

3. Right-click the Local Area Connection icon and select Properties.
With Internet Protocol (TCP/IP) highlighted, select the Properties button

<% Local Area Connection Properties

General | Authentication | Advanced

Connect using:
EE Fealtek RTLS163/2110 Family Gigab

Thiz connection uzes the fallowing items:
EQDS Packet Scheduler A
T IBM Personal Communications LLCZ2 Diriver
+ = Intemet Protocal [TCPAIP) :

(<] B

Drescription
Transmizsion Control Pratocal/Intermet Protocal. The default
wide area network. protocol that provides communication
acrozs diverse interconnected networks.

[] Show icon in notification area when connected
Matify me when this connection haz limited or no connectivity

[ ak ] [ Cancel ]

4. After the Properties Box opens the following will appear.
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Internet Protocol {TCP/IP) Properties el |

General I Alternate Configuration I

rou can get |P zettings azzigned automatically if your network, supporks
thiz capahility. Otherwize, you need to azk pour netwaork. administratar for
the appropriate IP zettings.

= idbtain an IP address automatically

—{" Lze the following IP address:
1B address: I

Subret mask: I

[efault gateway: I

{* Dbtain DMS server addiess automatically
—{" Usze the following DNS server addresses;

Erefered [MHE semwern I

Alternate NS semern I

Advanced... |
| Ok, I Cancel I

5. Select “Obtain An IP address automatically”

6. Click on the ‘Advanced’ button.

7. Click on the DNS tab and check Append Parent suffixes to the primary DNS suffix

20
IP Settings DNS | swins | Options |

DHMS server addreszzes. in order of use:

Y
=]

The following three settings are applied to all connections with TCRAP
enabled. For rezolution of ungualified names:

add.. | Edit.. || Femave |

= Append primary and connection specific DMNS suffizes
I+ &ppend parent suffizes of the primans DMS suffix
= Append these DMS suffizes [in order]:

By
2

add. | Edi.. || Femewe |

DS suffix for thiz connection: I

I+ Beagister thiz connection's addresses in DMNS
I Use this connection's DMNS suffiz in DNS registration

(] I Cancel I

8. Select OK.
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=% Local Area Connection Properties

-,

General | Authentication | Advanced

Connect using:

Thiz connection uzes the following tems:

B8 FRealek RTLA163/8110 Family Gigab

Tranzmizzion Control Protocal/ ntermet Protocal. The default
wide area network, protocal that provides communication
acrozs diverse interconnected netwarks.

[ 5how icon in notification area when connected
M otify me when this connection hag limited or no connectivity

.@DDS Packet Scheduler [A]
S IBM Perzonal Commurnications LLCZ Driver
= Internet Pratacal [TCPAP) [ ]
W
a | @
[ [nztall... [ Properties ]
Dreszcription

] ] [ Cancel

9. Select OK.

10. Close the Network and Dial-up Connections window.
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Domain Migration

1. Right-Click on the My Computer icon on your desktop and select the Properties

-

System Properties
Swstemn Hestore Automatic Updates Remoate
| Computer M ame Hardware Advanced
Syzten:

Microsoft Windows =P
Professional

.._f .' Werzion 2002

Service Pack 2

Feagiztered to:

FEAE7-640-1627507-23556

P anufactured and supported by HE

IntellR]
ﬁ Pentium[R] 4 CPU 3.20GH=z
319 GHz. 1.50 GE of Fakd
Phyzical Address Extension

in v e n t

[ Support |nformation ]

[ Ok ] [ Cancel ]

2. Select Computer Name tab and select Properties.
Computer Mame Changes

“fou can change the name and the membership af this
computer. Changes may affect access to network rezources.

LComputer nane:

Full computer name:

bare. .

kM ember of

) Diomair:;

O wark group:

Cancel

3. Remove computer from MVD3P Domain and add to workgroup
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4, Reboot and add to the DOT.state.az domain.

Computer Name Changes el e

Y'ou can change the name and the memberzhip of this
computer. Changes may affect access to network resources,

LComputer name:
IPTestPC

Full computer name:
APTestPC1.

bare... |

— Member of
£+ Domain:
IDDT

£ workgroup:
ITEST

Cancel |

5. After communication with the DOT domain has been established, a welcome message will
appear (This may take a few minutes). Select “OK”.

Computer Name/Domain Cha x|

If an error message occurs, makes sure all network connections have been verified. (e.g.: SSG5,
cables, Internet service, etc.)

6. Once a connection is established to the DOT domain, Select OK to close the System Properties
window.

7. You will be prompted to restart your computer, select Yes to restart now.
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8. Once rebooted, select Control, Alt, and Delete buttons to log on, the following steps should be
taken:

Welcome to Windows

" Wind

I . Professional

@ Fress Ctrl-Alt-Delete to begin.

Requiring this key combinatian at startup helps keep your
compuker secure, For more bt ormation, click Help,

9. You as the Vendor will need to login and change your password and do the following for yourself
and your clients.

10. Have your customer(s) login with their RACF ID and use the following password (Password1) to
login. They will be prompted to change their password to an eight character or more, using both
upper and lowercase letters and numbers and characters.

Log On to Windows

Microsoft

" Windows
Copyright £ 1985-2001 . ’ .. Professional

Microsoft Corporation

User name: | | |

Passwiord; | |

Log on kot | DT W |

[ ]Log on using dial-up connection

L (] 4 J [ Cancel J [ihut Du:uwn...] [thiu:uns £ ]

11. Make sure that DOT is selected as the domain.
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Uninstall Antivirus

1.

2.

Open Add/Remove Programs

Uninstall McAfee Anti-spyware component
Uninstall McAfee Anti-virus component
Uninstall ePO Agent

Reboot

At this point you will need to do the following to correct all user profiles and
perform some final checks.

1.

2.

8.

9.

Login as the local administrator

Go to Documents and settings

Open the user's old profile and copy the "My Documents" folder

Open the user's new profile and paste/overwrite the new "My Documents" folder with old one
Repeat steps 4 & 5 above with the "Favorites" folder

Verify all printers are connected and shared if not already shared. Also have the customer logon
to TSOIMS and make sure their printer is there.

You will need to test all ADOT Links now located on IE in the favorite’s folders. Delete the ADOT
links folder from the desktop.

Test TPX.

Turn off local firewall

10. Make sure you can access ADOT E-Mail.

11. The Authorized Third Party VPN Migration Guide, all Third Party are now located under

\\3PDATA\3P.

12. Verify connectivity of JetDirect box.
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